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ABSTRACT: Mobile cloud computing is an emerging cloud computing paradigm that integrates cloud computing and
mobile computing to enable many useful mobile applications. However, the large-scale deployment of mobile cloud
computing is hindered by the concerns on possible privacy leakage. In this project, | investigate the privacy issues in the
ad hoc mobile cloud computing, and propose a framework that can protect the location privacy when allocating tasks to
mobile devices. My mechanism is based on differential privacy and geocast and allows maobile devices to contribute their
resources to the ad hoc mobile cloud without leaking their location information. | develop analytical models and task
allocation strategies that balance privacy, utility, and system overhead in an ad hoc mobile cloud. I also conduct extensive
experiments based on real-world datasets, and the results show that our framework can protect location privacy for mobile
devices while providing effective services with low system overhead.
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I. INTRODUCTION

Nowadays, mobile devices such as smartphones and tablets have gained tremendous popularity. These devices are often
equipped with a variety of sensors such as camera, microphone, GPS, accelerometer, gyroscope, and compass. The data
(e.g., position, speed, temperature, and heart rate) generated by these sensors enable many useful mobile applications,
including location-based services, mobile sensing and mobile crowdsourcing. Although improved largely over the past
several years, mobile devices are still resource-constrained mainly due to the limited battery lifetime. On the other hand,
cloud computing has widely been regarded as the next-generation computing paradigm which provides “unlimited” cloud
resources to end-users in an on-demand fashion. The rich cloud resources in cloud computing can be exploited to increase,
enhance, and optimize capabilities of mobile devices, leading to the concept of mobile cloud computing (MCC).
According to, MCC integrates cloud computing technologies with mobile devices to make the mobile devices more
capable in terms of computational power, memory, storage, energy, and context awareness. There are generally two types
of mabile clouds in MCC: infrastructure-based and ad hoc. The infrastructure-based mobile cloud consists of stationary
computing resources and provides services to the mobile users via the Internet. Alternatively, in the ad hoc mobile cloud,
a collection of mobile devices (hereafter referred to as “mobile servers”) performs as cloud resources and provides access
to local or Internet-based cloud services to other mobile users (hereafter referred to as “mobile clients”). In this paper,
we focus on the second case, namely, the ad hoc mobile cloud. The main benefit of utilizing ad hoc mobile cloud resources
is their distributed and features. Finally, there is an inherent conflict between quality of service (i.e., utility) and privacy
in task allocation. If an ad hoc mobile cloud ensures privacy of mobile servers, it is difficult to guarantee the utility of
their MCC service. Finding a solution that ensures privacy while guaranteeing utility for task allocation is a major
challenge in such systems. Several solutions to privacy issues in mobile applications have been proposed. For example,
aggregation is a common approach to hiding individual sensitive information when only statistics of users are required.
However, this approach only calculates statistics and thus cannot be used to select mobile servers in an ad hoc mobile
cloud.

Il. SYSTEM MODEL AND ASSUMPTIONS

Mobile users generate computational tasks and request cloud services while aiming to keep their locations private. Each
user device is equipped with privacy-preserving mechanisms, such as encryption and obfuscation techniques, to prevent
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direct exposure of their real-time location. The users interact with the system by submitting task requests without
revealing precise geographic details.Cloud service providers (CSPs) handle computational tasks and allocate resources
efficiently. They process encrypted or obfuscated location data without requiring precise user locations. The CSPs use
privacy-aware task scheduling algorithms, such as federated learning or secure multi-party computation (SMPC), to
ensure optimal task allocation without compromising user anonymity.

g’ R — _

[ i~ 4 Geocasttasks 3. Submut task
i l: e e - requests U:
{ ® @ ¥ 73. Confim availability™ y
. Um (=
§ Mobile Servers. cce Mobile Client

I1l. EFFICIENT COMMUNICATION

Mobile Cloud Computing (MCC) enhances the capabilities of mobile devices by offloading tasks to cloud servers.
However, task allocation in MCC raises significant privacy concerns, particularly regarding users' location data.
Adversaries can exploit this data for tracking, profiling, or unauthorized access. Various strategies, including
cryptographic methods, anonymization, and differential privacy, have been proposed to address these concerns.
1. Location Tracking
e  Attackers can infer users' real-time or historical locations based on task allocation requests. Studies highlight
vulnerabilities where an adversary, by observing task allocation patterns, can reconstruct user mobility
trajectories.
e Task requests often contain implicit location information, which can be intercepted and exploited. Research has
demonstrated that adversaries can correlate these requests with external datasets to pinpoint user locations.
2. Location Anonymization Techniques
e K-Anonymity: Ensures that a user's location is indistinguishable from at least other users. Research has extended
this concept to MCC by grouping similar task requests.
e Mix-Zones: Users frequently change pseudonyms in specific areas to prevent tracking. This technique has been
adapted to task allocation models to obfuscate location traces.
e Dummy Location Generation: Users send multiple fake locations along with their real location to obscure their
actual position.
3. Differential Privacy-Based Methods
o Noise Addition:Techniques like Laplace or Gaussian noise are added to location data to prevent exact
identification.
e Task Allocation with Perturbed Locations: Studies integrate differential privacy into MCC task allocation
models to ensure privacy while preserving utility.

IV. SECURITY

In mobile cloud computing (MCC), protecting location privacy during task allocation is crucial to prevent unauthorized
tracking and potential security threats. To address this, we propose a privacy-preserving task allocation model that ensures
minimal exposure of users' locations while optimizing resource utilization. Our model leverages obfuscation techniques,
cryptographic methods, and decentralized computing frameworks to enhance privacy and efficiency. In this module, the
service provider will browse the data file, initialize the router nodes and then send to the particular receivers. Service
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provider will send their data file to router and router will select smallest distance path and send to particular receiver. The
Router manages a Multiple Networks provide data storage service. In network n-number of nodes are present (n1, n2,
n3, n4,n5...). In arouter service provider can view node details and attacked nodes. Service provider will send their data
file to router and router will select single path and any path with distance calculation and send to particular receiver. If
any attacker is found in a Node then router will connect to another node and send to particular user.

V. RESULT AND DISCUSSION

In the fig 1, In above screen after completion of source file execution again open the “Cloud Server.java” file and run the
code to execute the out file displays on the screen.
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Fig. 2 Allocate

In the fig 2, This screen involves the cloud server handling file allocation. The cloud server is responsible for managing
and distributing files among clients or nodes
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In Fig 3, The color-coded nodes (green and red) might indicate trusted vs. untrusted nodes or different levels of access
control.

VI. CONCLUSION

To the best of our knowledge, this paper is the first study about optimal encoding parameters for representation sets in
free-viewpoint adaptive streaming. We have defined an optimization problem for the selection of the representation set
that maximizes the average satisfaction of interactive users while minimizing their view switching delay. We define a
novel variable, namely the multi-view navigation segment, and formulate an optimization problem that can be solved as
a tractable ILP problem. We characterize the satisfaction of interactive users as the quality experienced by the user during
the navigation. This function is able to take into account both coding and view synthesis artifacts. We finally measure
the performance of representation sets based on content provider recommendations and show the suboptimality of
baseline algorithms that do not adapt the coding parameters to the video and users characteristics We therefore highlight
the gap between existing recommendations and solutions that maximize the average user satisfaction. In particular, we
show that an unequal allocation of the storage capacity among different video types as well as camera views is essential
to strike for the right balance between storage cost and users satisfaction in interactive multi-view video systems
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